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Abstract: This paper focuses on the spoofing and anti-spoofing technology and protection of GNSS receiver. Firstly, the signal
generation and spoofing implementation strategies are introduced, and several aspects such as spoofing threat implementation diffi-
culty and protection difficulty are compared and analyzed. Secondly, an analysis of anti-spoofing technologies is discussed from
three aspects: signal system, receiver signal processing technology and auxiliary information verification technology. A comparative
analysis of anti-spoofing technologies is provided from the aspects of spoofing adaptability, implementation requirements, implemen-
tation difficulty, and effectiveness. Based on these, the anti-spoofing framework of GNSS receiver is proposed to deal with different
spoofing attacks, which has significant reference for evaluating the spoofing procetion ability of GNSS receivers.
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Fig. 1 Spoofing schematic diagram
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Table 1 Comparison of spoofing technologies

, . ol W S B
g N i@ ST ;|
WA WO HE S s SR it e
R B bR TR AR 5 BRI 5 F AT
AR o BISR SR o
ok b o - S R T S R
i r' S a 1, 3 R =3 iﬂ\ ¢ ‘
ﬁ%%ﬁﬁ/?%ﬁiz SHML TR e e g n A RS R 3] IE I I
VN e VL2 A %‘vﬂﬁfj‘
BN D Ok R, T AR T REIE R SRR
Fr A it B B F e a5t 5 Rl R A I N = 0 R = S R =R =1
AT FRTLE N ke
PHZI R TR LR R 5 b
3o B A 3 B o S e AR
prppegs LIRS IRREII o s e i ma e ER R b

X4 AT H bR il 51

RS

25 R KM B R T DX 3 A S B oz

B BRI ot b T TR b

SO s AR ST T R K (s
MR RE ARSI, 5 &
A& ZET

{555 HIE 5 T HT, Mol B P, 52
PR IR E EARPLIE T, S 481 K 2k %

- Wb T4t

A B S B R EM R, ALET X R E
EIE - EED

T3 el T A I o) % R S LR A

SYEEE R BTG ST SN RS R 4 E AR IOHL Y

i

UL z-'—-In/'—‘ih:ﬂ. f;'.—" /“X‘ j::—'—r N N
A Eﬁ';& IR 552 21 B A L AU X R B

I




£ 78 - AERF, DESHUIREWIER RIS R PIiP5RE

o545 B4 2 W

i A0 17 4 M JEE i 14 R B 5 A S it R — e
it F e AT Lt Ok 1) JR s 3K

2 ERUmBA IR E AR

2.1 BAPEARNA
2.1.1 A5 4R

ERER N RN AC R W Rkl @ RSN
AR o R TN AR 8 TJCHE i Oh 1 YRR
X S O A B TR A )R A R SCHE A T S B
o B A, R AR IR TR A T
FBL,

Xt T A RSO 2 SO DR A g, T EAE U
SR, A AR AT A SR TR
TR SRS L SO, (HIAA USSR
SCE R EAN . WU R SC s RN, BRI T O
i H
212 i@ HEF R

2% iy b B R ) 35 B 471 T B a] DA gl K 2k
VLBLIET 3/ NNIE- 2 082 B DY SIS R IBL Es 77 NS

1. REAHE A

O £ X B35S SRS Rk m AR, FIH
23 R U S BRI R, S T TG S TR
TR R B 7

() 3 3 K 28 [R) 48 ipkz AR AV 22 E AT 3] 35 A A
18 FH T BRGSO A I, TG 1 el BRI ML R A
5 A PRI S T 8 o 2 A A A 2 B Ak
YT, FR RO AR O W22 . 2 [ 5 R
FOE S0 T HAE 5,

@ A AL KRR vk, WEAERLE
Bl AR R BT Y LS O {5 R s AT A AR
FEREE AN EE , FKs A R 45 R AT P 415 4
MRS 551, 2O E R LB UER LGS b 35
e, FHEHEREN RS, MR E AR
HAEZ 3] T B

@ 38 3 XF 5 9 A 5 B R S B O T P T
BRI TR ) R 2 5 22 45 WOHILIR 5 S I EC B A
W, AR IR S A RN 1S = 248k, 4k
M E ARSI 5 5, 76 BT 5 b T8 B 3 Y S5 B
5%, MEEE LGS 5B A N hES .

® W A5 5 W5 AR R, R FHE I HLA
FE R 485 55 P9 A AN [ o7 8 D0 £ 45 31 LS04 55 2%
AU T YA R LB 22, 15 2R T
PLUR B IR [FAL B WL B B8 25, 2456 U4k

32 SUZE AV PHUR 2 0 TP L A S S
AR PR 9 TP T B

2. FEAF Ab EE AR

BT HA A 5 A B R A BT e k2
AMEFIF ARG, FEH LT ILR ik

O 38 13 22 AR DA B35 7 S B0 B £ 5 7 Az )
YU o A5 TR0 B A A S R I R
FEAS TR R rh ok 2 2 A A OG0, W] — 2 F
FEIR S T3

Q@ R A HL AR, AE SRy Z2 A 5 0 A I F b
gt A SCRERAS I S B S 15 5 B A

@ DKM EEA o X T i FE 09 3B T4 ke i
IR 15 5 CNO 2 L& I B A fkin & ik 3h, %
A3 1 AGC (1) 55 1 S 80 B 4G 05 Ak Al T2
L0 SR R 6 B LSR5 CNO AT Sy 5
BEE, MWES —Bm THESGES, M3l
CNO 55250 CNO Z 25 18 i B (e, W) A] RE A7 A6 K
BifF 5

@ ThE — BRI 7 o [l — T3S R A5 A5
TS O FE LA 0, PR R 2 (A T RS
AL E YT LR AFTEIR IR P 5 e Lk 7 AR
W2, HBERAGHIRER, S8R KTHME,
JUREY:IMERESIE T R

©& Z R ko YR TR 2235 i
SRR SN, sUE SRR R B E S 2
AL s P AR, DU P A A R T

35 BALEHE AR

O fiff 55 45 R — BOHERR I k29, FERE ML
A5 AR R BT A 45 R A Bk, sUE S R
B G A R AL R B, R A AR R Y
fEfEE . HEMEE . MEEE R 5 M A
VCRC, DSR4

@ 17 B A BRI J7 520, R HAE A7 0 1E B
HLSCREA DR BAE R, T e] WAL, Xk
(AN T R AT DL S RO A S SR TR T
BEEDT. B2 EREREEEE, XS H S
AR TN, 5 Y w2 U SO B AT X L
N, WA 25, WY ETAAZEIR SR T4 .

() RAIM I 553 o I R B 5 5 %o e B 285
T 5 0 A7 SO ) T3 A O SRy 3T e
Z203 WG B 22 A 5 RATM B35 & EA 7 1 0
FHEARHIC, DL R RAIM 78 5B 404G 00 47 iy
5N s AR AR LSS S U, RA



2024 43 H

E N OE B <79 -

i Dy A WY v, IR0 I S0 BR 2 A 30 B T 4R
ERE
213 HWEfZEREBEEAR
FETHOE BRI AR T L, 5IA
SRR B AL S o an PRI BT IMU ., kG B
SRR CSAC, BT, RIS, HTHE
HEATBY A B RN RE R, 38 I 2> GNSS WL
BT B 0 AR BLOC R B T, AT DA I B 2 it
HEATA BRI, SR B AL s By 4 B 30

Ae S, AR TR, O S
ViR S 2% F T3R0S I A Rl . TR, 38 m] LA
272 Ah T 1R e PRI R L INS/GNSS 4157
AR AR, SO 5 | X T 1 R 1P
2.2 FPHEIARLE

AT 30 4F 8] & P A%t TR SUE 5 BP0 S B
ARIFET KRBT, F£2MEL BT % AR
BARMIE RN M . SCTT R . SCEIMERE | SCIARCR
Xt EE

A2 BB H A

Table 2 Comparison of anti-spoofing technologies

B P A

X U B 3 P

STE ST
SR R e

e S m BRI AT 5 IR T (LSRN [ S
Pt BEXE AT 5 I T P S A (=<2
g /31, WA A T S T K2k Fooo
BRI BRPANRIAN S b A I W31 R4k B 2 RS w4
Kk B AR KRB FL R O U EZiibieRhi [ <2
JOBL]

ok R o S THER

HSHF S R RO B

W31 R 2R L 4 2 2 i pL , 3 ik b
SR {5 = 2%
Z AR M, B il 3 2 0O 5 .

IR

WSREBIUERR VSR SRR mol
o7 4 SR LML LY R N
LSk
4‘ e IR S MY o
S e MB35 2 AR T 15 i 4 1P I
REE g CNO I A MU 135 5 T R T LS LB i 1t
BA - HR i — Bk MR 2 s R P AR — 3 SRR % o
R 55 3 1 2 0 B A 5 P
BRIl jid A L= RS i
LA et 12 e o B i
L MR 5 S B B 45 B 1A PV A0 30 I
B SR IN  SO T o SC L
A A ‘ 4 Sy 1
. 5 AT R S T o et SOk s B o 1%
gb 3 S 125 2 e A P 5 2 L LA B -
AR \ WIS 2 ‘
RAIM F SO 5 5 R 0 P AR B AT
%;:ﬁ“’ PERINEN g RAIM I T
SR
TER NGNS B
S Bk L EEE-S ) KR N R NS B 3 T

RS PAIf RlllKTRvS

3 EUHLER IR TR 2

T AU S B A TR R R P A A Y AR
2 222 3 DA [R) 1Y )22 T )R 1 B B 1 I e A U
WO E Ik, W E ZHORBUR o T T TR I
BiAPae S0, 4 YUK IR B HESE
3.0 HRIRIWESE

S MR 4y 25, JFES A ST AT

SCHR IS8 S r gl SRR, R 3T
LICTRL i T A

3 b B I S A2 R AR s e, (H
S B SR AR R A . MR B S H 9, ek
R 5 DX H AR RO SE R PEAL . 7 E H bR 9L 5|
SEPIA, SR 7 AT AR S A - S R S LR
7 8 R 0 SO B AR LA ST O .
T PAASEADUC B T B2 A R AT S it i L A



- 80 - AERE, DESMEBWINSIRIT XGPSR 545 B 2 W
£3 RBHEHNE
Table 3  Classification of spoofing attack
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